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Butterfly Effect

CVE-2016-4449
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Butterfly Effect

CVE-2016-4449

More than 10
companies were affected

Involves more than 

29 software products
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Vulnerabilities in CVE
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Subject Project
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Requirements Evolution
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Requirements Evolution

W. Wang, A. Gupta, Y. Wu, “Continuously Delivered? Periodically Updated? 
Never Changed? Studying an Open Source Project’s Releases of Code, Requirements, 
and Trace Matrix”, JITRE, 2015. 11



Security requirements in iTrust
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Health Insurance Portability & Accountability Act

J. Cleland-Huang, A. Czauderna, M. Gibiec, J. Emenecker, “A Machine Learning 
Approach for Tracing Regulatory Codes to Product Specific Requirements”, ICSE, 2010 14



Health Insurance Portability & Accountability Act

J. Cleland-Huang, A. Czauderna, M. Gibiec, J. Emenecker, “A Machine Learning 
Approach for Tracing Regulatory Codes to Product Specific Requirements”, ICSE, 2010 15

W. Behutiye, P. Karhap¨a¨a, D. Costal, M. Oivo, and X. Franch, “Nonfunctional requirements 
documentation in agile software development: challenges and solution proposal,” in PROFES, 2017

No documentation or ignore low-level security requirements
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Overview 
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Retrieval Vulnerabilities 
• Query: UC1 (iTrust)
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Retrieval Vulnerabilities 
• Query: UC1 (iTrust)
• Latent semantic

Database : MySQL, SQLI

• LSI
[1] J. H. Hayes, A. Dekhtyar, and J. Osborne, 
“Improving Requirements Tracing via 
Information Retrieval,” in RE, 2003.
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Derive Security Requirements 

• Acceptance criteria
Given-When-Then
Awareness
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Derive Security Requirements 

• Acceptance criteria
Given-When-Then
Awareness
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Design Test Cases
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Design Test Cases
PatientBean.firstName=“ or 1=1”
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Potential Improvement
• Step 1:

• Step 2:

• Step 3: 
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Summary 
• Mining security requirements from CVE

Less security related experience is needed when using our approache

• Complemenatary with existing approaches
Elicitation of security requirements is based on brainstorming, checklists, and 
analyzing reports of previous failures [1].

• Next steps
Research questions
Automation
Evaluations (effectiveness, genieralizability)

[1] J. Cleland-Huang, “Safety stories in agile development,” in IEEE Software, 2017
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Thanks!
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