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Requirements Evolution

UC1 Create and Deactivate Patients Use Case
1.1 Preconditions:

The iTrust HCP has authenticated himself or herself in the iTrust Medical Records system (UC3).

1.2 Main Flow:

An HCP is able to create a patient [S1] or disable a selected patient [S2]. The create/disable patients and HCP transaction is logged (UC5).

1.3 Sub-flows:

= [S1] The HCP enters a patient as a new user of iTrust Medical Records system. Only the name and email are provided. The patient's
assigned MID and a secret key (the initial password) are personally provided to the user, with which the user can reset his/her password.
The HCP can edit the patient according to data format 6.4 [E1] with all initial values (except patient MID) defaulting to null and/or 0 as
appropriate. Patient MID should be the number assigned when the patient is added to the system and cannot be edited. The HCP does not
have the ability to enter/edit/view the patient's security question/password.

[S2] The HCP selects a patient to deactivate. The HCP is presented with a confirmation containing the name of the patient and determines if
it is the patient they intend to deactivate [E2]. A deactivated patient can not be modified or log into the system, and can only be reactivated
by the administrator.

[S3] The HCP uploads a comma-seperated value file containing one patient per row. The fields of the CSV file must include at least the first
name, last name, and e-mail address, with additional columns available for the other demographic values. The patients are created, the
tables are populated, and the MIDS and temporary passwords are displayed to the HCP in a table. The event is logged.

1.4 Alternative Flows:

= [E1] The system prompts the enterer/editor to correct the format of a required data field because the input of that data field does not match
that specified in data format 6.4 for patients.

= [E2] If the confirmation screen does not show the name of the intended patient, the HCP is then prompted to input the correct patient
identification information again.

= [E3] If the file is malformed, then no data is added, and an error message explaining the correct file structure is presented.
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UC1 Create and Deactivate Patients Use Case
1.1 Preconditions:
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1.2 Main Flow:

An HCP is able to create a patient [S1] or disable a selected patient [S2]. The create/disable pz

1.3 Sub-flows:

= [S1] The HCP enters a patient as a new user of iTrust Medical Records system. Only the
assigned MID and a secret key (the initial password) are personally provided to the user
The HCP can edit the patient according to data format 6.4 [E1] with all initial values (exc
appropriate. Patient MID should be the number assigned when the patient is added to th
have the ability to enter/edit/view the patient's security question/password.

= [S2] The HCP selects a patient to deactivate. The HCP is presented with a confirmation
it is the patient they intend to deactivate [E2]. A deactivated patient can not be modified (
by the administrator.

= [S3] The HCP uploads a comma-seperated value file containing one patient per row. The
name, last name, and e-mail address, with additional columns available for the other der
tables are populated, and the MIDS and temporary passwords are displayed to the HCP

1.4 Alternative Flows:

= [E1] The system prompts the enterer/editor to correct the format of a required data field |
that specified in data format 6.4 for patients.

= [E2] If the confirmation screen does not show the name of the intended patient, the HCP
identification information again.

Ver- Date # of Java Methods # of Req.s Units
sion | (mm/dd/yy) total new total new
v4 12/12/07 1106 - 92 —
v6 08/23/08 1496 522 128 37
v7 01/15/09 1548 180 140 19
v8 08/17/09 1500 86 153 14
v9 01/11/10 1636 153 181 20
v10 08/17/10 1737 103 198 23
vll 01/17/11 1856 123 287 140
v12 08/14/11 2135 344 194 48
v13 01/17/12 2342 202 199 6
vl4 08/16/12 2336 133 203 7
v1S 01/06/13 2378 73 208 5
v16 08/19/13 2421 72 205 11
v17 01/09/14 2665 256 211 10
v18 08/20/14 2849 181 227 16
v19 01/08/15 2946 97 242 15

= [E3] If the file is malformed, then no data is added, and an error message explaining the correct file structure is presented.

W. Wang, A. Gupta, Y. Wu, “Continuously Delivered? Periodically Updated?
Never Changed? Studying an Open Source Project’s Releases of Code, Requirements,

and Trace Matrix”, JITRE, 2015.
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Security requirements 1n 1Trust

4. Non-Functional Requirements
4.1 HIPAA
Implementation must not violate HIPAA guidelines.

4.2 Exlusive Authentication

The system shall enable multiple simultaneous users, each with his/her own exclusive authentication.

4.3 Form Validation
The form validation of the system shall show the errors of all the fields in a form at the same time.

4.4 Reports

Areport is a page which opens in a separate window and contains minimal decoration. The format is printer-friendly in that the background is white
and the information does not exceed the width of 750 pixels so that upon printing, no information is lost due to the information being too wide.

4.5 Privacy Policy

The system shall have a privacy policy linked off of the home page. The privacy policy should follow the template provided % here.

4.6 Security of MID

Remove MID from being displayed on all pages and URLs. MIDs should be considered private, sensitive information.
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HIPAA Security Rule
IT Responsibilities

|

N
\I,}

|

(a) Access control (AC)
Implement technical policies
and procedures for elec-
tronic information systems
that maintain electronic
protected health information
to allow access only to those
persons or software
programs that have been
granted access rights as
specified in § 164.308(a)(4).

b) Audit controls
AUD) Implement
hardware, software,
and/or procedural
mechanisms that
record and examine
activity in information
systems that contain
or use electronic
protected health
information.

(c) Integrity (1)
Implement policies
and procedures to
protect electronic
protected health
information from
improper alteration or
destruction.

(d) Person or entity
authentication (PA)
Implement
procedures to verify
that a person or
entity seeking access
to electronic
protected health
information is the
one claimed.

e) Transmission security

mplement technical security
measures to guard against
unauthorized access to
electronic protected health
information that is being
transmitted over an
electronic communications
network.

Q

Q

A

I N

Health Insurance Portability & Accountability Act

(i) Unique user (iii) Automatic

identification (UUI) logoff. (AL)

Assign a unique name Implement electronic
and/or number for procedures that
identifying and terminate an

electronic session
after a predetermined
time of inactivity.

tracking user identity,

Mechanism to authenticate
electronic protected health
information. (APHI)
Implement electronic
mechanisms to corroborate
that electronic protected
health information has not
been altered or destroyed in
an unauthorized manner.

+

ii) Integrity controls.
IC) Implement security
measures to ensure
that electronically
transmitted electronic
protected health
information is not
improperly modified
without detection until
disposed of. +

(ii) Encryption. (TED)
Implement a mechanism
to encrypt electronic
rotected health
information whenever
deemed appropriate.

decryption.)

+

(ii) Emergency
?Ecz'e:s;sizprog:le%tj(re d (iv) Encryption and

stablish (an :
implement as need- decryption. (SED)
ed) procedures for mgﬁg"ﬁg%am (Note: SED
obtaining necessa refers to
electron?c protecterc}/ encrypt and decrypt storage
health information electronic protected encryption &
during an emergency *| health information. 4 | decryption.)

J. Cleland-Huang, A. Czauderna,

* = Required
+ = Addressable

University of

M. Gibiec, J. Emenecker, “A Machine Learning

Approach for Tracing Regulatory Codes to Product Specific Requirements”, ICSE, 2010

(Note: TED refers to +
transmission encryption &

X
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Health Insurance Portability & Accountability Act

HIPAA Security Rule
IT Responsibllities

| |

(a) Access control (AC) b) Audit controls (c) Integnty n (d) Person or entity e) Transmission security
Implement technical policies AUD) Implement Implement policies authentication (PA) TS

and procedures for elec- hardware, software, and procedures to Implement mplement technical security
tronic information systems and/or procedural protect electronic procedures to verify measures to guard against
that maintain electronic mechanisms that protected health that a person or unauthorized access to

No documentation or 1ignore low-level security requirements

W. Behutiye, P. Karhap™a“a, D. Costal, M. Oivo, and X. Franch, “Nonfunctional requirements
documentation in agile software development: challenges and solution proposal,” in PROFES, 2017

and/or number for procedures that Implement electronic that electronically

rotected health
identifying and terminate an mechanisms to corroborate transmitted electronic information whenever
tracking user identity, electronic session that electronic protected protected health deemed appropriate.
after a predetermined health information has not information is not Nolo- TED Tofors Io
time of inactivity. been altered or destroyed in improperly modified (Note: TED refers to +
+ t tion &
(ii) Emergency an unauthorized manner. without detection until C;:g;’;’;fsosr’]"}" encryption
?EXI%?SE prog:le(éu(re g {iv) Encryption and + disposed of. +
stablish (an :
h _ decryption. (SED)
Q?'SPS?SSS%Q‘%? Implement a (Note: SED
obtaining necessary mechanism to refers to
electron?c protected encrypt and decrypt | storage .
health information electronic protected | gncryption & * = Required _
during an emergency health information. 4 | gecryption.) + = Addressable KE
University of
S « . .
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Retrieval Vulnerabilities

* Query: UCI (1Trust)

Patient Information

First name:
Last Name

Email:
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Retrieval Vulnerabilities

AXCVE-2017-15974 Detail

Current Description
tPanel 2009 allows SQL injection for Authentication Bypass via 'or 1=1 or "="to login.php.

Source: MITRE
Description Last Modified: 10/29/2017

Hyperlink |
https://packetstormsecurity.com/files/144444/tPanel-2009-SQL-Injection.html
https://www.exploit-db.com/exploits/43085/

Technical Details
Vulnerability Type (View All)

e SQL Injection (CWE-89)

* Query: UCI (1Trust)

Patient Information

First name:
Last Name:

Email:
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Retrieval Vulnerabilities

JAKCVE-2017-15974 Detail

Current Description
tPanel 2009 allows SQL injection for Authentication Bypass via 'or 1=1 or "="to login.php.

Source: MITRE
Description Last Modified: 10/29/2017

Hyperlink |
https://packetstormsecurity.com/files/144444/tPanel-2009-SQL-Injection.html
https://www.exploit-db.com/exploits/43085/

Technical Details
Vulnerability Type (View All)

e SQL Injection (CWE-89)

* Query: UCI (1Trust)

» [Latent semantic
Database : MySQL, SQLI

e LSI

[1] J. H. Hayes, A. Dekhtyar, and J. Osborne,
“Improving Requirements Tracing via
Information Retrieval,” in RE, 2003.
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Derive Security Requirements

JAKCVE-2017-15974 Detail

Current Description
tPanel 2009 allows SQL injection for Authentication Bypass via 'or 1=1 or "="to login.php.

Source: MITRE
Description Last Modified: 10/29/2017

Hyperlink ‘
https://packetstormsecurity.com/files/144444/tPanel-2009-SQL-Injection.html
https://www.exploit-db.com/exploits/43085/

Technical Details
Vulnerability Type (View All)

e SQL Injection (CWE-89)

* Acceptance criteria
Given-When-Then
Awareness
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Derive Security Requirements

JAKCVE-2017-15974 Detail

Current Description

tPanel 2009 allows SQL injection for Authentication Bypass via 'or 1=1 or "="to login.php.

* Acceptance criteria

Source: MITRE °

Description Last Modified: 10/29/2017 leen- V V hen-Then
Chypertime

https://packetstormsecurity.com/files/144444/tPanel-2009-SQL-Injection.html Awarene S S

https://www.exploit-db.com/exploits/43085/
Technical Details
Vulnerability Type (View All)

e SQL Injection (CWE-89)

ACI: Given an eligible user, when create patient or upload l@
University of

patients, then all input values shall be properly sanitized CINCINNATI
to prevent tautology (e.g., 1=1). 22



Design Test Cases

JAKCVE-2017-15974 Detail

Current Description
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Description Last Modified: 10/29/2017

Hyperlink |
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Design Test Cases

JAKCVE-2017-15974 Detail

Current Description
tPanel 2009 allows SQL injection for Authentication Bypass via 'or 1=1 or "="to login.php.

Source: MITRE
Description Last Modified: 10/29/2017

Hyperlink |
https://packetstormsecurity.com/files/144444/tPanel-2009-SQL-Injection.html
https://www.exploit-db.com/exploits/43085/

PatientBean.firstName=" or 1=1"

Patient Information

First name: or 1=1

Last Name: Smith

Technical Details Email: a@b.com
Vulnerability Type (View All)
e SQL Injection (CWE-89)
ACI: Given an eligible user, when create patient or upload l@
. . st University of
patients, then all input values shall be properly sanitized CINCINNATI
to prevent tautology (e.g., 1=1). 24



Potential Improvement

o St e 1 RQ1I: How to improve information retrieval method to
p ) achieve the goal of removing irrelevant candidates with-
out filtering our relevant ones?

° Ste X RQ2: Which methods can better classify vulnerabilities
p <. to achieve the goal of easily selecting all representative
vulnerabilities?
. RQ3: How to modify attacks in CVE to generate more se-
* Step 3: < Y g

curity test cases which can achieve the goal of increasing

testing coverage?
University of‘lq[
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Summary

* Mining security requirements from CVE

Less security related experience 1s needed when using our approache

* Complemenatary with existing approaches

Elicitation of security requirements is based on brainstorming, checklists, and
analyzing reports of previous failures [1].

[1] J. Cleland-Huang, “Safety stories in agile development,” in IEEE Software, 2017

* Next steps
Research questions
Automation )
Evaluations (effectiveness, genieralizability) vt Ofl(([
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